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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE
SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. BIOMORPHIS SECURITY LIMITED
AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NO EVENT SHALL BIOMORPHIS SECURITY LIMITED OR ITS SUPPLIERS BE LIABLE FOR ANY
INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR
INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended
to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes
only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
coincidental.

User Guide for CryptoFiler2.0.3 for Bio-Morphis Security Limited

© 2019 Bio-Morphis Security Limited. All rights reserved.
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CHAPTER 1:

Geltling Started with CryptoFiler

What’'s New in CryptoFiler 2.0.3

Feature

Description

SMTP Setting

You can now generate once your SMTP settings: Once you are
connected and enable to send e-mails from one system, you are no
longer obliged to execute this operation again in a second
computer.
e The SMTP settings are automatically transmitted to any
other system you are connecting with your credentials

Automated key sending

All generated keys stored to CryptoFiler in one, can be automatically
transferred to any other computer using your credentials

Plug-in to Outlook

CryptoFiler proposes a plug-in so that information can be parsed:
from Outlook to CryptoFiler and vice versa

Security selection

CryptoFiler proposes a Facility versus Security panel so that the end
user may choose the level of security of his mailing system. Two
options are provided, The automated option where the keys are
automatically transmitted to the any end user and the non-0
automated where the keys have

Security selection
warning

CryptoFiler offers a warning when the end user decides to choose
the facility approach of the automated system as shown in Picture A

'_ Encryptor >

o Do you want keys transferring to be performed by an automated system?
[ Do not ask again

Yes Mo

Picture -A-

Possibility of changing
the Security selection

The end user can always choose to modify this below security
option, by going to the Edit Menu, and choosing the option Settings,
as shown in Picture B
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| Settings ?
" Sending the key by e-mail .
L
(® Sending the key by an automated system
Pl
v Automated Mail Configuration I#
Ok |

Picture -B--

Application Environments

The application exists for Windows 10, MAC OSX Operating Systems, and through a web

Interface for any other operating systems environment with a web interface that adapts the
screens to smartphones and tablets in I0S and Android environment.
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CHAPTER 2: First Steps of the Application

Installation Steps

The end user who desires to download the CryptoFiler visit the web site in the page downloads

https://cryptofiler.bio-morphis.com/#downloads and downloads the CryptoFiler application for

the operating system of his will, as shown in picture -1-.

DOWNLOAD CRYPTOFILER

CryptoFiler is available as a desktop application for Windows and Mac

- .
nim s
WINDOWS MAC

Download Encryptor App for Windows Download Encryptor App for Mac

DOWNLOAD DOWNLOAD

a8 3

Picture -1-

Installing CryptoFiler

The installation of CryptoFiler can be executed in two operating systems:
e Windows 10

e Mac OSX

Property of © Bio-Morphis Security Limited 2019 Page 7
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1. Installing CryptoFiler in Windows 10
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The end user after having downloaded the application, he installs the application.

An installer will appear to help the end user to install the Application in Windows, as shown in

Picture -2-

Cryptofiler Light Installer Installateur

Installation - Cryptofiler Light

Bienvenue dans 'Assitant d'Installation de : Cryptofiler Light.

Quitter

Picture -2-

In case in the system, a CryptoFiler application exists already, the end user is notified that the

application exists, and its content will be overwritten.

In case the end user desires to continue, the following panel will appear, Picture -3-

Property of © Bio-Morphis Security Limited 2019
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< Cryptofiler Light Installer Installateur

Sélection des composants

Veuillez sélectionner les composants gue vous souhaitez installer,

Cryptofiler Light Cryptofiler Light

Ce composant va ocouper environ
166,46 MiB sur le disque dur.

Defaut Sélectionner tout  Désélectionner tout

Annuler

Picture -3-

The end user has to accept the license agreement and in this case the application will be
installed. When the applications is installed the end user is notified for its installation.

2. Installing CryptoFiler in Mac OS X

The end user after having downloaded the application, he installs the application.

An installer will appear to help the end user to install the Application in MAC OSX, as shown in
Picture -4-
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Cryptofiler Light Installer Setup

Setup - Cryptofiler Light

Welcome to the Cryptofiler Light Setup Wizard.

Continue

Picture -4-

In case in the system, a CryptoFiler application exists already, the end user is notified that the

application exists, and its content will be overwritten.

In case the end user desires to continue, the following panel will appear, Picture -5-

Cryptofiler Light Installer Setup
License Agreement
Please read the following license agreement. You must

accept the terms contained in this agreement before
continuing with the installation.

Cryptofiler Terms Of Service
Last modified: Sep 04th, 2018

Thank you for using Bio-Morphis Security Cryptofiler. By
accessing or using the Cryptofiler software, you
acknowledge that you have read, understand and agree to
be bound by this Terms of Service Agreement
("Agreement").

© accept the license.

| do not accept the license.

Go Back Continue

Property of
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CHAPTER 3! AfierInstallation Actions

CryptoFiler after installation actions

Once the CryptoFiler has been installed, the end user will be asked to provide its credentials,
that is his email account and password. In case the end used does not have any CryptoFiler
account, he has to sign up so to get one account.

Picture -6- shows the panel appearing to the end user once he has installed CryptoFiler whilst
Picture -7- shows the Sign-Up panel.

. Signln ? X

E-Mail: [

Fassword: I

™ Do not ask me for login and password mare

Sign In

If you haven't been signed up before, plase sign up:

Sign Up ? |

Picture -6-
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E-Mail: |

First Mame: |

Last Name: |

Company Name: |

Password: |

Repeat Password: |

Sign Up

Picture -7
Once the end user has filled the Sign-Up procedure, he can sign in with his credentials.

Note the end user has 10 days trial to decide whether he would like to buy the application or

not.

Not also that if the end user checks the check box “Don’t’ ask me for email and password
anymore”, the end user is no longer notified and access the CryptoFiler by overpassing the

Sign-In panel.

In case you would like to buy CryptoFiler, you have to visit CryptoFiler' s web page:

https://cryptofiler.bio-morphis.com/login and provide your credentials that is email account

and password.

Once you have entered correctly these data, the web site redirects you to your licences page.
In this page you can see all the licenses you have bought and if you scroll down the web page

you can buy a new license.

Picture -8- shows you the top of the page of licenses, whilst Picture -9- shows you the bottom

of this same page where you can buy a new license

Property of © Bio-Morphis Security Limited 2019 Page 12
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A pidemen

& cryptofiler.bio-morphis.com/admin/subscription

1t & la barre de favoris. Importer mes faveris maintenant..

CRYPTOFILER SITE

' Cryptofiler

EMAIL CLIENT  LOGOUT

SECTIONS MY LICENCES
Licences >
Billing >
1 LICENCE FOR USE IN ONE PC FOR ONE YEAR
Your licence will be renewed in 367 days
| REE
From: 27 August 2018
To:2g August 2019
TN
Picture -8-
&« C @ cyptofiler.bio-morphis.com/admin/subscription Ex O a | £
Accédez rapidement 3 vos favoris en les sjoutant 3 la barre de favoris. Importer mes favoris maintenant.

3 MONTHS LICENCES

FUTTTYRRTCITCI 6 MONTHS LICENCES

At the left side of the page the end user may find a navigation menu, proposing another web

page that is billing.

In this billing page, the end user can see all the licenses the en user has bought for CryptoFiler

STARTER PRO
190.. 450.. 650..
Per Year Per Year Per Year

1 Licence for unlimited use in ene PC for

oneyear

CREDIT / DEBIT CARD

PAYPAL

I | I
E

2 Licences for unlimited use in three PCs

for one year

CREDIT / DEBIT CARD

PAYPAL

OR

Picture -9-

application, as shown in Picture -10-
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5 Licences for unlimited use in five PCs for

one year

CREDIT / DEBIT CARD

PAYPAL
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< C @ cryptofiler.bio-morphis.com/admin/billing B v @ Q| g

jez rapidement

Nt & la barre de favoris. Importer mes favoris maintenant,

Cryptofile

SECTIONS

Plan Date start Date end Amount paid Paid Date Paid Invoice
Licences > Buy 1 monthly Licence 27/08/18 26/09/18 20¢€ ves 2710818
Billing > .

Buy 1 annual Licence 27708118 26/09/19 200€ ves 2710818

Buy 1 annual Licence 27/08/18 20/08/19 200€ YES 27/08/18

Buy 9 Licences from to 05/09/18 05/09/18 1€ YES 05/09/18

Buy 1 annual Licence 05/09/18 05/09/19 1€ YES 05/00/18

14/09/18 141018 o€ YES 14/09/18
Buy 1 monthly Licence 14/00/18 1411018 20e VES 1470018
Buy 1 annual Licence 14/00/18 1411019 200€ YES 1470018
Buy 9 Licences from to 14/00/18 1411018 1€ vES 140918
Buy 1 monthly Licence 15/01/19 1410219 10€ YES 1501119
Buy 25 Licences from to 26601119 26/01720 10€ YES 26/01119

Picture -10-

Property of © Bio-Morphis Security Limited 2019 Page 14



i BiO-MORPHIS
-/ omd &9 6 8%V Vo™ o io?
Ry _4

et )
\N 4

CHAPTER 4: Using CryptoFiler

CryptoFiler View

As shown in Picture -11-, when the end user enters in CryptoFiler, he sees the following menu
proposals:

e File
e Edit
o Key
e Actions
—
Cryptofiler Globel Solution @
EnCI’)’pi’or & Decr)'pfor QV/
by
Picture -11-

The File Menu

Under the File Menu, the end user notices 6 sub menus, that is Authorisation, Upgrade, About,
Revoke saved Credentials, Switch user, and Exit.

The Authorisation sub menu opens a browser and directs the end user to a web page where
the user can have access to detailed information concerning him and CryptoFiler, what he has
paid and has the possibility to extend his access to CryptoFiler for a specific period by paying
an amount. CryptoFiler accepts two payment methods, PayPal and Stripe.

The Upgrade sub menu is a possibility to extend the CryptoFiler license to other computers or
to expand the subscription by extending it to annual.

Property of © Bio-Morphis Security Limited 2019 Page 15
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The About sub menu presents data about CryptoFiler and Bio-Morphis Security Limited

company by opening a browser and redirecting the end user to the appropriate pages.

The Revoke saved Credentials is when the end user wants to change the status of the checked

“Don’t’ ask me for email and password anymore” check box.

The Switch user allows the end user to have stored different email addresses and to change

these email addresses.
The Exit sub-menu closes down the application.

The Edit Menu

Under the Edit Menu, the end user notices 2 sub menus, that is SMTP settings, and Manage E-

mail addresses.

The SMTP settings allows the end user to provide his credentials for accessing his email server
so that the CryptoFiler application to send emails to any receiver. Note that this action is
required once, because in case the end user connects to his CryptoFiler account through
another computer, all data stored in his computer are transmitted securely to the new

computer.
The Manage Email Addresses menu is where the end user can add a new email address of him.

The Key Menu

Under the Key Menu, the end user notices 5 sub menus, that is Archiving or Proprietary
Transferring key, and Non-Reputable Email key, PGP or S/MIME key pair, Secure Transferring
key, Send key and Install key.

The Archiving or Proprietary Transferring key is a symmetric key generation that can be used
either for archiving data or in case the end user decides to generate his own key for the
CryptoFiler Proprietary method-

The Non-Reputable Email key is an asymmetric key pair generation that can be used in case

the end user decides to generate his own key pair for the CryptoFiler Non-Reputable method.

The PGP or S/MIME key pair is an asymmetric key pair generation that can be used in case
the end user decides to use PGP or S/MIME secure email and send his public key to the receiver

who is going to communicated securely with hum.

The Secure Transferring key is an asymmetric key pair generation that can be used in case

the end user decides to generate his own key pair for the CryptoFiler Non-Reputable method.

The Send key is for sending your keys to a receiver so to start a secure communication channel.

Property of © Bio-Morphis Security Limited 2019 Page 16
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The Install key is for installing a received key by a user who has generated this key so to start
a secure communication channel. Note that this action is not requested in case both the

exchanging mail user use CryptoFiler application.

The Actions Menu

The Actions Menu is a menu that proposes the end user to choose the ciphering method
appropriate to action he desire to achieve. Under the Actions Menu, the end user notices 2 sub

menus, that is Archive, and Secure Communicate.

The Archive sub-menu is for ciphering sensitive information stored inside organisation’s
electronic perimeter, so to be protected against illicit intrusion of an intruder inside

organisation’s electronic perimeter. The Archive refers to a symmetric key cryptography.

The Secure Communicate sub-menu is for ciphering sensitive information that will be
transmitted from a sender to a receiver. The Secure Communicate refers to a asymmetric key

pair cryptography, and proposes two second layer sub menus: Emailing and File Transferring.
The Emailing sub-menu is when the exchange is realised through emailing protocols and

proposes two third layer sub menus: Cipher and Decipher.

CHAPTER 5: Email Client, ciphering and deciphering

Ciphering

The Cipher sub menu is when the end user would like to send securely and information to a
receiver whilst the Decipher sub-menu is when the end user has received a cipher block and
desires to decipher it to access the clear information.

When the end user chooses the ciphering sub menu, he is redirected to a panel as shown in
Picture -12-

Property of © Bio-Morphis Security Limited 2019 Page 17



. Global Cipher

(" S/MIME 2

Criginal Message:

" PGP (3 (% Proprietary [N (" Non Repudiable 2

-
Encypted Message:

[ attach:

Encrypted File:

File Extension:

[ Folder to Attach:

Encrypted Folder:

[ select Ciphering Key:

Create New Keys |

Key Owner:

|C 1 [Users/HP [AppData /Roaming/Encryptorikeys); {'J |mpaschalides @cybernis.com

Select your Private key from your Key Pair: |C : [Users/HP [AppData/Roaming/Encryptor ke -_:s'-n'J
Encrypt Send Email | Send Keys Export to Outlook |
Picture -12-

This panel proposes radio buttons so to help the end user to choose the appropriate method

through which he would like to communicate securely with the receiver.

The end user has to select, among the radio buttons (S/MIME, PGP, Proprietary and Non-

Reputable), to choose the appropriate way of securing his email.

Then he writes the text he desires to secure by ciphering, and in case he would like to attach

a file or a folder to cipher, he checks the appropriate check box. The system is proposing to

him new generated keys. In case, the end user desire to use other keys, he has to check the

check box of the key and choose the key he would like to use.

The he encrypts the massage by clicking on the Encrypt button, as shown in picture -13-

Property of
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" §MIME ‘L U -Te ;«‘-’, (* Proprietary ;', (" Non Repudiable "«‘-,
Original Message: Encypted Message:
Bonjour Michel CFEMSBXtmZDRJNWOQNES 1kNZEL TQH WML jg4MixMDM 20DQ0MTdk
MDMN%ezc 2NTR;YiBmLToxMGItNDOQ4YS 1Y zIwL WU 2ZTMONmFIY 2RkZX0Z
Void le decompte que tu m'as demandé bXBhc2MoYWxpZGYzQGMSYmVybmlzLmMNvbeoDdmaptuNAzxIK +yHALCE
Eh6cHiR fken -+ ITNjgpzil PocnyEVobliseke 144/
Cordialement EJaBmt-+HyG3i3eaNYid 2BpR czkIgw 1xykaw(Q9sOLdldUg +qFUE IrvBXRAzZ
HhMif
Michel opypsISGsLhg 2sfZK 1gD +1CgDoCOALeZb +arxbgjnwazbMBI5dPEmIF as
43tpzZslPj FwIhfrcDIWFNRAbHIMIE STARQyMzHKO ACLOGS j
WR SCTITHE EmRR Tie kSRS Tue T 1ahh Ja0F 2 T wrHnw =CFRME
o
. Encryptor *
Encrypted File: | Browse
Sucessfully encrypted.
File Extension: |
[ Folder to Attach: | Browse
Encrypted Folder: | Browse
Create New Keys |
Key Owner:
Select Ciphering Key: '+ lsers P fADOD ata R oaming Enc votor e ve ] B
: [Users/HP| f g/Encry eysif .
- i g Rey |L Users/HP /AppData /Roaming [Encryptor keys J |mpasmalldes@cyhernls com
Select your Private key from your Key Pair: |c : JUsers /HP [AppData /Roaming Encryptor '-}ce‘-,'s'-J'rJ
Encrypt Send Email | Send Keys Export to Outlook |
Picture -13-

Once the message is encrypted the end user has two options:
1. Either to send the message using the CryptoFiler messaging system
2. Or to Export the message so Microsoft Outlook to send it to the receiver

In case the end user decides for the first method the end user has to fill the receivers email

address as well as the subject and click the button Send, as shown in Picture -14-.
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i Send Email 7 x

Email address: I

Subject: I

Body:

CFEMSEXtmZDRjNWOXZS kNzE 2L TQHWMEY jgMvi0xMDM20DQ0MT dkMDNIezc 2NTRYiBmLTgxMGItNDQ S 1Y ZIwL WU 2ZZTMONmFIY 2RkZX0ZbXBhc
2MoYWxpZGYzQGMSYmYybmlzLmMNvbeoDdmEptuMAzxIK +yHAICEEhGCHIR fkon +k TTNjgpzil PconyEVobliseka 144

EJaBmt-+HyG3i3saMNYig2BpRezkIgw 1xykIwQ9s0LdldUg +gFUE 1rvBXR AzHRNIf

opypslSGsLhg 2sfZK 1D +ICa00COALeZh +ar xbgjnwszbMBS 5dPEmIFas 48 tpzZslPj 7wIhfr cDIVWFNRAbtUMIE STARQ yMzHkOACUOG,

VRSCITtGEMBB ZisgfyKwSNS 3ys 31eNb 2aQf37WHC ycHow =CFEME

Attached File: |

Attached Folder: I

Picture -14-

In this case and if the receiver is using the CryptoFiler Encryptor or Deryptor, the system is
charged to send automatically the keys to the end user. Otherwise, the sender has to send the

keys to the receiver, and this is the reason why a notification appears as a message box.

L Encryptor >

Do not forget to send the keys to the destination end user,

oK

Picture -15-

In this case, a copy of the email is sent to the sender’s box as proof that this message has

been sent.

In case the end user prefers to use Microsoft Outlook application to send the message, the
send user has to click on the Export to Outlook button, as shown in Picture -16-
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Sanstitre - Message (HTML)

Fichier ~ Message Insertion QOptions Format du texte Révision Aide

Cryptofiler Adobe PDF Q Dites-nous ce que vous voulez faire

Eﬁ[ = A== A 9\% [ Joindre un fichier = Qg"‘ fo - @J @ Sign

4 Settings 7;
B un élément - 21 Encrypt Ly
Colr D | 6 ;s oA === = | Camet Véifir n elemen Joindre un fichier via : Dicter | = 7P About
. g 2 = = =12 = | gadresses lesnoms | [ Unesignature - Adobe Document Cloud | - - & Attach Public Key
Presse-pa. fu Texte simple Noms. Inclure Adobe Document Cloud | Indi.. Voix OpenPGP ”~
Dew mpaschalides@qybemnis.com
B [
E
mvoyer | [
Objet

CFBMSBXtmZDRJNWQXZS 1kNZE2LTOAYWMEY]g4MiOxMDM20DQOMTdkMDNSezc2NTR]YjBmLTgxMGItNDQAYS1ivzIwLWU2ZTMONmMFIY2RKZX0ZbXBhc2NoYWxpZGVzQGM5YmVybmizLmNvbeoDe

Picture -16-

In this case, the end user has to write the receiver email and the subject in the new Outlook
window, and then go back to CryptoFiler and send the key to the receiver, by clicking the

Send Keys button. This button will open a window where the end user will has to specify the
receiver’s email address.

. Send Keys Dialog ?

Email Address of Receiver:

Send

Picture -17-

After the end user has written the Receiver’'s Email Address and pushed the button Send, he

receives a notification that the Keys have been successfully transferred to the receiver.

Property of © Bio-Morphis Security Limited 2019

Page 21



. Encryptor >

Keys successfully transferred.

OK

Picture -18-

In case the end user would like to add an attachment, he has to click on the check box File

Attach, Select by browsing the file he would like to attach, select the place and the name of

the ciphered file he would like to create, as shown in Picture -19-. Then he has to click on

the Encrypt button.

. Global Cipher

" 5MIME -:;3-..;- " PGP i‘;"_:-..;- (* Proprietary -::_J_-.;- (" Mon Repudiable -:;3-..;-
Criginal Message: Encypted Message:

Hello Michel

‘Voici le mot de passe

Michel
v Attach: |C:fl_lsers,"miche,"OneDri\refDocumentsfPass 2ttt Browse

Encrypted File: |C:ﬂ_lsersfmichefoneDrivefDocumentstncrypted

File Extension: |txt
™ Folder to Attach: | Browse

Encrypted Folder: | Browse

Create New Keys |
Key Owner:

[ Select Ciphering Key: |C :_.'Llsers_:'miche_.".:«ppData_:Rc-amil1g_.'En|:|"-_:ptc-l"-P.e'-_::J |mpasdﬂalides@cybernis.com

Select your Private key from your Key Pair: |C :_.'Llsers_."miche_."AppData_.‘Rc-amil1g_.'Encl"-_:|3tc-r'-J'.E'-_::J

Encrypt Send Email | Send Keys Export to Outlook |

Picture -19-

Once the text and file have been successfully encrypted, the end user can either adopt the
CryptoFiler SMTP method to send the e-mail to the receiver or to click the Export to Outlook

to export these data to be sent through the Outlook application.
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Picture -20-

In Case you are using the Outlook plug-in, do not forget to Send the keys to the end user,
otherwise the receiver won't be able to decipher your message and attachments. To do so,
click to the Send Keys button, and write the receiver’s email address, as shown in Picture
-21-.

Caee @ T @ Fevoesy (@) O ohResdade (@)

Original Message: Encypled Messsge:
el Michel B s O T iy L JGAL Ty Y Al T st
i P T T Sl TR OMAME B vl by DL L T OGO T el T
Wit et e padse TGV RGN S st el v TCEl
LV wlcH
Michal EncelelroeDuss 10PN T MOUAE00 N
= il M M | ¥
Send Keys Diskog : wx B A HETV g St w]
F o astach: 2 e
Emal Address of Recesver:
[Ercrymited e (=T
Imw
Fle Eateran: [or |
™ Falder i Mgk | Serdd
Erey e Fakder
Create New Keys
ey Owenier]
™ select Opherng kevs [ e riche fApllete Fapmg Ena ypter rj |mn¢|vlﬂn#n‘hrﬂl.m
Selact your Pravate ey from your Key Par: [0 mrndmacke aguiata Fronmrg Encr vetes e 7|
Encrypt Send Emad ] Serdd Keys | Export b Dutisck ]
Picture -21-

An identical procedure is followed for ciphering a Folder.
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Deciphering

The Decipher sub menu is when the end user would like to decipher an encrypted message

sent to him so to access the clear information.

Once, the end user has received a ciphered message, he has two options, so to access to the

clear information:
1. Either to use the CryptoFiler Decipher

2. Or to open the message using the Outlook application and call in the CryptoFiler menu
the Export to CryptoFiler plug in or Export the Attachment for deciphering the Attached

file.

When the end user chooses the Outlook application, and opens the menu CryptoFiler, he
notices the two options Export to CryptoFiler, and Export Attachment as shown in Picture -22-

Export to Export
Cryptofiler Attachment

Picture -22-

In case the end user chooses the Export to CryptoFiler, this plug ins calls CryptoFiler
application. The applications is loading the received keys, this action may take some time,
depending on the network, especially the first time when all the keys for this user have to be

downloaded in the machine he is using.

Picture -20- shows the Outlook application with the cipher bloc message inside and the
CryptoFiler plug-ins Menu with the two Options Export to CryptoFiler and Export Attachment.
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Document - Message (HTML)

Fichier Message Aide Cryptofiler Adobe PDF Q Dites-nous ce que vous voulez faire
Exportto  Export

Cryptofiler Attachment

CFBMSBXtmZDRjNWOXZS1kNzE2LTQAYWMtYjg4MiOxMDM20DQ0MTdkMDNSezc2NTRjYjBmLTgxMGItNDQAYS1iYzIwL WU2ZTMONmMFIY2RkZX0ZbXBhc2NoYWxpZGVzQGNSYmVybmizLmNvbeoDec

[x] @  Garanti sans virus. www avast com

Picture -23-

By Clicking the Export to CryptoFiler button the CryptoFiler application opens containing the
cipher bloc message as shown in Picture -24-

. Decipher a Content ? b4

Source Text: Decrypted Text:

CFEMSBXtmZDRNWONES 1kMzE 2L TQ4Y WML jg Avi0MDM 20DQ0MT dkMD
MN2ezc2NTR]YIBmLTgxMGItNDQ4YS 1Y zZIwL WU 2ZTMONmFIY 2RkZX0ZbXEhc
2NoYWxpZGVEQGNSYmYybmizLmMvbeoDdmaptuMAzxIK +yHAICEERGCHIR
ken HITMjgpzilPcenyEVoblisgke 144/

EJaBmt-+yG3i3saNYig 2BpRczkIgw 1xykswQ3s0LdldUg +qFUE irvBXR AzHh
Mif

opypsISGsLhg2sfZK gD +HICgDoCOALeZb +ar xbgjnwdzbMB9 5dPEmIFas 48
tpzZslPj 7wIhfrcDIWFNRABUMIE ST AhQyMzHKOACUOG/
VRSCITHG5MaBZisqfyKwsMS 3ys3JeNb 2a0f37WiiC ycHow =CFBME

<https: ffwww.avast. com/sig-email?
utm_medium=email&wutm_source=link&utm_campaign=sig-
email&utm_content=emaildient= Garanti zans virus.
www.avast.com <https:ffwww.avast.com/sig-email?
utm_medium=email&utm_source=link&utm_campaign=sig-
email&utm_content=emaildient >

Decrypt | Reply

Picture -24-

Once the keys are loaded in the computer system, the end user clicks on the button

Decipher and he receives the clear text as shown in Picture -25-
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Source Text: Decrypted Text:

CFBMSEXtmZDRjNWIOXZS 1kNzE2L TQ4YWMLYjgaMiDxMDM20DQOMTdkMD Bonjour Michel
N9ezc2MNTRIYBmMLTaxMGItNDQ4Y S 1Y zIwL WU 2ZTMOMmFTY 2RkZX0ZbXBhc
2NoYWxpZGYzQGNSYmVybmlzLmMNvbeoDdmaptuNAzxIK +yHAICEEh&CHIR f Voidi le decompte que tu m'as demandé
ken HJITNjgpzilPccnyEVoblisake144)
EJaBmt-+HyG3i3saMYid 2BpR.czkIgw 1xoykawQ3sOLdldUg+gFUE irvEXRAzHR Cordialement
Mif
opypsISGsLhg2sfZK gD +1Cg00COALeZb +arkbginwazbMBS 5dPBmIFas45 Michel
tpzZslPiAwIhfrcDIWFNR dbtUMIEST ARQyMzHKOACUCG)

VRSCITtGEEMBEZisqfykinSMS 3ys 31eNb 25Q 3 TWiiCycHow =CFEME

.. Encryptor *
<https:/fwww .avast.com/sig-email?
utm_medium=email &utm_source=link&utm_campaign=sig- Sucessfully decrypted.
email&utm_content=emaildient = Garanti s|
www.avast.com <https:/jwww.avast.com/sig-email?
utm_medium =email &wutm_source =link&wutm_campaign=sig-
email&utm_content=emailclient =

Decrypt | Reply

Picture -25-

In case the receiver receives a ciphered attached document, he has to initially to save the
ciphered document in a specific folder in his hard disk and the click either in Export
Attachment in Outlook’s plug-in.. In CryptoFiler menu, he has to select the folder where the
clear document has to be stored and then click on the decipher button as shown in Picture -
26- .

- i g - e
e -

gl T | ———————— ——
Z | —— [
= b B

p— - Do i
L ¥ TGS LT e ey | e Ty A TR LA E‘m M: : .! ) T T Il e e O T e

Erirppion b Detaypio
F R
..... = - .fﬁ o
Picture -26-

A similar procedure is to follow in order to decipher a ciphered file directly using CryptoFiler
without using the Outlook plug-in.

Property of © Bio-Morphis Security Limited 2019 Page 26



) \ @ > @& n 4
N oy ) o Q 9= gm0 T o
, 3 < OD’" ”"onozo%ojo-ii oF \ %Jﬂ : \\%ﬂ//

2 ’/ o
A

:’ Decipher a File

Source File: I Browse |
Encrypted File: || Brawse |

by

Picture -27-

In this case the end user has to select the folder location and name of its ciphered file and

identify the location and the name where the clear file would like to be deposit. Then he

clicks on the Decrypt button.

When CryptoFiler has deciphered the file, the end user is notified as shown in Picture -28-.

Source File: HHWWHTWWWI B
Encrypted Fle: fuments My Decrypted Fles Pass. bt bt Browse

[_oeome

x

. Emcryplor
Sucessfully decrypted,

Picture -28-

An identical procedure is followed for deciphering a Folder.

Property of © Bio-Morphis Security Limited 2019 Page 27



&

O-MORDBH:¢

A
N

34
\
-

8 ll%
L1111

oy,
.-~y
TN

Oa‘.
ond =

{

CHAPTER 6: Email Web, ciphering and deciphering

Web Accessing

CryptoFiler offers you the possibility to access all ciphered messages through a responsive web
interface that allows you to see all received messages or compose new ciphered messages in

all type of devices, that is smartphones, tablets or computer screens.

An end user, in order to access CryptoFiler web interface, has to visit the website

https://cryptofiler.bio-morphis.com/login and introduce his credentials, email account and

password.

As soon as he has entered in his account, he has to click on the email client link, as shown in
Picture -29-

P I & I W cryptofiler. bio-morphis.com/admin/subscription) B % @ a [ g

Accédez rapidement & vos favoris en les ajoutant & la barre de favoris, Importer mes faveris maintenant..

' Cryptofier CRYPTOFILER SITE  EMAIL CLIENT

SECTIONS MY LICENCES
Picture -29-

The Inbox

By clicking in the Email Client, the end user is redirected to his email account, as shown in
Picture -30-

< G W CIyploTienDio-morpNis.comy/ user/emaiisT W R W oW N &

Aceédez rapidement & vos favoris en les ajoutant a s barre de favoris. Importer mes favoris maintenant.

' Cryplofiler Q

mpaschalides@cybernis.com S a
MAILEOXES 31Jan2019
m mpaschalides@cybernis.com & L1l
31 Jan2019
W Starred [:]
a ]
] sent a
1 Trash o m Picture -25- a o
jan2
mpaschalides@cybernis.com 2 a
mpaschalides@cybernis.com " s
schalides@cybernis.com a 2
i
mpaschalides@cybernis.com all=l =
2% Ja
mpaschalides@cybernis.com @ a2

Picture -30-
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At the left side of the page, the end user can see a navigation menu, allowing him to see the
Inbox (incoming messages) the Starred (selected important messages) and the Sent

messages.

At the right side of the page, the end user may see all messages he has received. All the
income ciphered messages appear in the inbox, as shown in Picture -31-.

mpaschalides@cybernis.com -

+ o
31Jan2019
mpaschalides@cybernis.com a e i}
31 Jan 2019
mpaschalides@cybernis.com a 7 1]

Picture -31-

Ever message has three icons, a locker, a star and a bin. In case the end user clicks on the
received email, a pop-up menu appears and show him the ciphered message as it has been
received, as shown in Picture -32-

<« C @ cryptofiler.bio-morphis.com/user/emails# G % @ B Qa P

Accédez rapidement & vos favoris en les ajoutant & la barre de favoris. Importer mes favoris maintenant.

Email

mpaschalides@cybernis.com

michel.p@bio-morphis.com

CFBI DRjNWQXZS 1kNZE2LTQ iC RYjBMLTgxMGHNDQ4YS1i¥zIWLWU2ZTMONmMFIY2RKZX0ZbX

Bhe2No) yHIlICEERBCHiR/ken-+kJTNjqpziL P JA4E. pl
Kig, dldug+aFus hg25fZK1qD+ICZ00COAL ] DIWF

NRdbtUMIESTAhQyMzHkOACUOG/VRSCIITtG5m8B ZisqfyKwSNS3ys3JeNb2aQf37TWijCycHow=CFBME

Picture -32-

In case the end user clicks on the locker, CryptoFiler will instantly decipher the ciphered
message and a pop-up menu will appear and show the ciphered message as clear text, as
shown in Picture -33-
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Picture -33-

In case the end user clicks on the star, the message is stored in the starred messages and in
case the end user clicks on the bin, the message goes to the trash bin for storage.

The Starred

By choosing in the menu the Starred messages, the end user visits the pages of all important
messages of him, as shown in Picture -34-

For quick access, place your boskmarks here an the bookmarks bar. Import bookmarks now...

' Cryptofier Q

michel.p@bio-morphis.com = = 3
MAILBOXES 05Mar2019
Q inbox mpaschalides@cybernis.com . . =
26 Feb 2019
] sent =)
@ Trash [ <]
Picture -34-
The Trash

By choosing in the menu the Trash, the end user visits the deleted messages he has thrown

in the bin, as shown in Picture -35-
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For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.
' Cryptofiler §
a a8
@ inbox (] a o
W Starred a
a o
o sent [+ ]
B
- a

Picture -36-

Inor

CHAPTER 7. Secure File Transfenring

All email systems have a limited weight for attachments. This limit can be varying from 15 to
50 Mb. CryptoFiler offers the possibility of a secure file transferring application for all

documents that are heavier.

In this case, the end user has to use the Secure File Transferring, and choose between Sending

or receiving a file or a folder.

Sending

The Sending sub menu is when the end user would like to send securely a file or a folder to
a receiver whilst the Receiving sub-menu is when the end user has received a cipher file or
folder and desires to decipher it to access the clear information.

When the end user chooses the Sending sub menu, he is redirected to a panel as shown in

Picture -34-. In this panel, the sender has to write the e-mail address of the receiver.

He has to choose among the following actions, whether the receives is a trusted entity or
organisation or non-trusted one. In case the receiver organisation is a trusted one the end
user has to choose between two features, whether the ciphering is strong AES 256, or weak
3DES 196.

In case the receiving organisation is a non-trusted entity, the end user will have to choose
among the Advanced or Conventional method. The Conventional method is when the receiving
organisation has a key pair and it has sent his public key to the sending organisation, whilst
the Advanced or Proprietary method is when the receiving organisation has not generated or
not send a key pair to the sending organisation.
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Write the e-mail address ;

OK

Picture -36-

The end user is directed to a panel where he has to choose the method and select the file to

be ciphered as shown Picture -37-

L Dialag ? x

" Trusted Party IStrong vl @ ® Non Repudiable |Propriemry j |Strong j @

v Attach: IC:ﬂJsersﬂ-iP,fDropbox,fAntonio,fConseillers d'état.docx Browse |
Encrypted File: IConcseiIIer cipher Browse |
File Extension: Idoc,(

" Folder to Attach: I Browse |
Encrypted Folder: I Browse |

Create New Keys |

™ Select Ciphering Key: IC:,rLlsers,rHP,r'AppData,r'Roaming,rEncryptor'dteys'\{ j

Select your Private key from your Key Pair: IC:,rUsers,rHP,r'AppData,r'Roaming,rEncryptor'dceys'u'rj

Encrypt | Send |

Picture -37-

The end user chooses the location and the file or folder he would like to send, selects the

location where the ciphered file or folder has to be placed and he clicks on the button Encrypt.

Property of © Bio-Morphis Security Limited 2019 Page 32



&
After having encrypted the file of folder the end user clicks on the Send button. When the

ciphered file or folder is transmitted, the sender receives a massage, as shown in Picture -38-

(" Trusted Party 'L (* Mon Repudiable |Proprietary j |Str0ng j L
v attach: |C:,lesers.."HP.."DrophoxfAnthiofConseiIIers d'état.docx Browse
Encrypted File: |C0ncseiller cipher
File Extension: -
|d0cx . Encryptor X
I Folder to Attach: Transfered sucessfully. Browse
Encrypted Folder: Browse
Create New Keys
[ Select Ciphering Key: |C:'__ rs/
Select your Private key from your Key Pair: |C :Jusers
Encrypt | Send

Picture -38-
By clicking on the Send the message is sent to the receiver.

Receiving

The Receiving sub menu is when the end user would like to access to a file, or a folder
securely received and desires to decipher it to access it in clear information. In this Panel the
end user is directed to a panel as shown in Picture -39-.

He selects the file or folder he would like to decipher, by clicking on Proceed to the selected
item and through this action, he is directed to a panel, Picture -40-, where he has to select a
folder and introduce a name that he has to save the file.

In case the end user decides to download the file, the files is only downloaded but it remains
encrypted, but in case the end user clicks on the Download and decipher, the file is stored in
clear in the selected folder.

As this action may take some time, the end user receives a notification that the file has been
successfully decrypted and stored, Picture -41-.
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oncseiller cipher ;| Paschalides Michel <michel.p@bio-morphis.com> |File | 2019-02 41:10| Mot Read

2019-02-08 13:43:41 | Mot Read

Kl [*]
Proceed Selected Item Mark as Read
Picture -39-
| Decipher a File ? ped
Server Side File: I—Q 175-4a37f22h3c1a} /Concseiller cipher
Downloaded File: I Browse |
Download | | Download and Decrypt |

by

BlO-MORPHIS

https//eryptofiler. bio-morphis.com

&
%
3

=)

Picture -40-

Encryptor X

File downloaded sucessfully.

oK

Picture -41-
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CHAPTER 8: secure Archiving

At the same time, CryptoFiler offers the possibility of a ciphering sensitive data inside
organisations electronic perimeter. A user, so to generate ciphered data and store them

securely in organisation’s electronic perimeter, he has to choose the Archive oprtion as
shown in Picture -42-

L Encryptor - mpaschalides@cybernis.com - x
File Edit Key | Actions

u e
——— UG

Secure Communicate

Cryptofier Globol Solution @
Encryptor & Decryptor Q//

1

|0-MORPHIS
SO o A% DO O E:oy

™

AT

Picture -42-
Ciphering

By doing so, the end user opens a panel where he has to choose between two options,

Cipher and Decipher and once he has chosen the Cipher Option, the end user has to choose
among three options:

1. Data Base Field Archiving
2. File Archiving
3. Folder Archiving

as shown in Picture -43-
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v Archive

Data Base field Archiving

File Archiving |

Folder Archiving |

Picture -43-

In case the end user chooses the Data Base Field Archiving, a panel opens where the end user

may place a word, or set of words, a phrase or a paragraph, as shown in Picture -44-

:, Cipher a Content ? 4
Source Text: Encrypted Text:
Cryptographic Algorithm: IStrong j
Ciphering Key: IC:!Usersﬂ-leAppDaia!Roaminngncyptor\keys\miﬁel.D@bio-rruj
Encrypt |
Picture -44-

After having introduced the clear text in the Source Text box, the end user clicks in the Encrypt
button and ciphers the data.
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Picture -45- show the encrypted text generation, whilst Picture -46- shows the message of

Successful encryption.

- Cipher a Content

Source Text:

Encrypted Text:

At the same time, CryptoFiler offers the possibility of a ciphering
gensitive data inside organisations electronic perimeter. A user, so to
generate cphered data and store them securely in organisation's
electronic perimeter, he has to choose the Archive oprtion as shown in
Picture -40-

CFBMSAXthNWY 10DVIMCO0M 2Q0L T 1Zjkt0DU INCO4YjdkNDRIMGQ 3MDI
9GG1pY 2hlbC SwQGIpby 1th 3IwaGlzLmMvbX SxAaCtU49gFy 7QpamyY Vi Sw
R7ibQtafeiZIRkFXmmCzItvgUQEL 1W 3BHgBx Ty zAhZOrCwaNvEAhEvkYT 25
fuwAXxkWNg IWBPZwcSISrgM9 3-HM7ek 3163 JpgpR 2SESBKeo\WBS 7TA Tfg
GhIBQENGQHKEP 39i0kx3ZWQI4dXZzALKENUDdyIKheSqWeAGg 3y +45L9
gfisC/

GehdP 3FyIMeYc3fsvEdqiEGalnjs ALT 22N v C 9w G 10vS0k0jy 550z 2mL
WSIbrwrQiokon8z 1uQn +vgxLBCTMDjUTHC g4f TEVVeiaDOR 1TUEIOHdV AHe
FABTQLNOFMaKXR

DUnvEFX 1g6tdHO00JPgDEWhRGEr +aPrOyEVGI45nY Y vPmEPSTTI5DG T
Mt +nPdCaXlkk=CFBME

Cryptographic Algorithm: |5tr0ng j
Ciphering Key: |C:;’Usersﬂ-leAppDatafRoaminngna’ypb:rerys'|.|'nid1e|.|3@bio1'nnj
Picture -45-
. Encryptor ey

Sucessfully encrypted.

OK

Picture -46-

In case the end user chooses the File Archiving, a panel opens where the end user has to

provide the location and the file name, as shown in Picture -47-

In this panel, the end user has to select the location and the name of the file, the type of the

algorithm he wants to apply, (Strong or Weak) and the location and the name of the

ciphered file he would like to store. Picture -47- shows how this panel appears.
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. Ciphera File

Source Fle: hﬁ\ssurances Maladie/Transvasage. docx Browse

File Extension: |d0cx
Cryptographic Algorithm: |Simng j
Ciphering Key: | C: Users/HP [appData /Roaming/Encryptor keysimichel.p @bio -mor|ﬂ

Encrypted File: |surances Maladie/Transvasage-ciphered
Encrypt

-

Cryptofiler Globol Solution ;
Encryptor & Decryptor &
o ) 4

Picture -47-

When he clicks on the Encrypt button, he is notified when the ciphered file is successfully
created.

In case the end user chooses the Folder Archiving, a panel opens where the end user may
place a word, or set of words, a phrase or a paragraph, as shown in Picture -48-

In this panel, the end user has to select the location where the ciphered holder has to be
stored, the type of the algorithm he wants to apply, (Strong or Weak) and the location and
the name of the ciphered file he would like to store. Picture -46- shows how this panel
appears.

By clicking on the Encrypt button, the end user ciphers the Folder and places it in the storing
folder. When the application has finished this job, the end user is notified by a message

informing him that the folder has been usefully encrypted
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, Cipher a Folder ? x
Source Folder: Ilments!ﬁ.dministraﬁﬂﬁ.ssurances Maladie Browse |
Cryptoaraphic Algorithm: IStrong j
Ciphering Key: IC:Nsersﬂ-IP!nppDamfRoaminngncryptor‘lkeys‘wiﬁel.|:l@bio-mor|j

Encrypted Folder: }s;’HPﬂJomments!AdministraﬁFfCiphered
Encrypt |

Cryptofier Globol Solution
Encryptor & Decryptor

by

Picture -48-
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Deciphering

In case the end user chooses the option, Decipher, he is directed to a panel where the end
user has to choose among three options:

1. Data Base Field Archiving

2. File Archiving

3. Folder Archiving
In case the end user chooses the Data Base Filed Archiving, he is redirected to a panel where
he has to enter the ciphered text and then to click on the Decipher button as shown in
Picture -47-, whilst Picture -48- informs the end user that the text is successfully deciphered.

. Decipher a Content ? >

Source Text: Decrypted Text:

CFBMSAXthMNWY 10DVIMCO0M2Q0LTQ 1Zjkt0DU INCO4YjdkMDRIMGQ 3MDI At the same time, CryptoFiler offers the possibility of a ciphering

9GG1pY 2hbCSwQGIpby 1th3IwaGlzLmMyb SxAaC HI49gFY 7Qpam'y Vi &w sensitive data inside organisations electronic perimeter. A user, so to
R7ibQtafejZIRkFXmmCzItvgUQEL 1W 3BHgExIyzAhZ OrCwaMNve AREYKY T 26 generate ciphered data and store them securely in organisation’s
fuvAXx KWNg IWBPZwe315rgM33-H 7ek 316a JpapR 25ESBKen WaS 7TA T electronic perimeter, he has to choose the Archive oprtion as shown in
GhISQENGQ4KEP IS0k 9ZWQI4dXZzAUxEnUDAY IKhESqWeAGg 3y +4HLS Picture -40-

qfisC/f

GebdP 3fFyIMeYc3fevEdgiEGQINjs FLT 22N v Cfov G 10wSOk0jy5j5Q22mL
WS IbrwrOioKcn8z 1uQn +vax BeTMDUTHC g4 TEVVeiaDOR iTUEIOHVAHe
FABTOQLROFMaKXR,/

DUnvBFX 1g6tdHC00 IPgDEWhRGEr +aPrOyEVE 145nYIY vPm4P ST 350G 7T
Nt +nPdCgXlkk=CFBME

Decrypt Reply

Picture -47-

Encryptor >

Sucessfully decrypted.

oK

Picture -48-
In case the end user chooses the File Archiving, a panel opens where the end user has to
provide the location and the file name where the ciphered document is, as shown in Picture -
49-
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In this panel, the end user has to select the location and the name of the ciphered file, and
the location and the name of the clear file he would like to be stored. Picture -49- shows how
this panel appears. By clicking on the Decrypt button, the end user deciphers the File and
places it in the storing folder under the name he has written. When the application has
finished this job, the end user is notified by a message informing him that the file has been
usefully decrypted

- Decipher a File ? =

Source File: |surances Maladie/Transvasage-ciphered Browse

Encrypted File: kdministaﬁf{.ﬂ.ssurances Maladie,Transy Browse

Decrypt

Il

-
Cryptofiler Globol Solution
Encryptor & Decryptor \/
- . b
o BIO-MORPHIS
Picture -49-

In case the end user chooses the Folder Archiving, a panel opens where the end user may
place the folder Name, as shown in Picture -50-

In this panel, the end user has to select the location where the ciphered folder is stored and
the location of the clear folder to be store. Picture -50- shows how this panel appears.

By clicking on the Decrypt button, the end user ciphers the Folder and places it in the storing
folder. When the application has finished this job, the end user is notified by a message
informing him that the folder has been usefully decrypted.
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, Decipher a Folder

Source Folder: }sﬂ-lP!DommentszdministraﬁF,J‘Ciphered Browse |
Decrypted Folder: h—leDommentsfﬁ.dministraﬁﬂ'Deciphered

Decrypt |

—
Cryptofier Globol Solution ~
Encryptor & Decryptor \/

Wb = by .
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Picture -50-

CHAPTER 9. outiook Configuration

Normally when CryptoFiler is installed in your computer, the system automatically installs
CryptoFiler plug-in for the Outlook application.

Picture -51- shows you where CryptoFiler plug-in appears in Outlook software application
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